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DETAILED ACTION 



1. This office action is in reply to an amendment filed on July 16, 2008. 
Independent claims 1, 8-11 are amended. Claims 1-11 are 
pending/ examined. 

Priority 

2. Receipt is acknowledged of papers submitted Under 35 U.S. C. 119 
(a) -(d), which papers have been placed of record in the file. 

3. In the previous office action claims 9 and 11 were objected to as 
being dependent upon a rejected base claim, but indicated that 
they would be allowable if rewritten in independent form including 
all of the limitations of the base claim and any intervening claims. 
Accordingly, applicant's representative have rewritten claims 9 and 
1 1 into independent form. Thus the objection made to claims 9 
and 1 1 is withdrawn and claims 9 and 1 1 are allowed. 



4. 



Response to Argument 

Applicant's remark/ arguments filed on July 16, 2008 have been fully 
considered but they are not persuasive. 
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Referring to the amended Independent claim 1, Applicant's 

representative argued that the reference/ s on the record, namely Lin 

does not disclose/ teach the following amended underlined limitation 

recited as "setting the provided LSI device to a development mode based 

on an inherent key information, which is implemented in the LSI 

device in advance..." 

Referring to the amended Independent claims 8 and 10, Applicant's 
representative argued that the reference/ s on the record namely Lin does 
not disclose/teach the following amended underlined limitation recited 
as the development LSI device includes a secure memory for storing 
encrypted common key information regarding a raw common key, which 
is implemented in the LSI device in advance..." 
Applicant's representative wrote the following in support of the above 
argument. 

"It is respectfully submitted that Lin is completely silent as to such a 
feature. 

In direct contrast, Lin expressly discloses accessing a public key rather 
than one which is implemented in the alleged LSI device 1 04 in advance. 
Indeed, Lin discloses at paragraph 12 (emphasis added): 
To facilitate security operations in the mobile communication device 104, a 
public key infrastructure service provider has a machine or server 118 
operatively coupled to the Internet, and is such that other machines 
operatively coupled to the Internet can transact with the server 118. 
Generally, such service providers provide encryption technologies such as 
public keys and authentication services including digital encryption 
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certificates and code signing services for use by software and code 

developers. Such products and services are used by target devices to 

verify the authenticity of software and code obtained over public 

networks." 

Examiner disagrees with the above argument. 

Examiner would like to point that the feature that the applicant's is 

arguing is already disclosed by the reference on the record. 

In particular Lin on paragraph 0016 and 001 7 and claim 1 discloses the 

following. 

The present invention accomplishes this by use of a new class of 
certificate referred to as a development certificate. The development 
certificate specifies the machine it is to be used with, such as by 
specifying the international mobile equipment identifier of a mobile 
communication device, for example, and specifying a development 
parameter. The development parameter can specify the time period of 
use, the number of uses, and so on. Using the newly developed type of 
certificate, a developer can specify the particular mobile communication 
device on which the code is to be tested, obtain a development certificate 
from a public key infrastructure provider such as a certificate authority, 
and test several versions of the code being developed, on a live 
system, with device which has the same security environment as 
one sold into retail channels. [Paragraph 0009] 

On paragraph 0017-0018 Lin, the reference on the record discloses 
following. 
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"The mobile communication device also creates and stores a hash of 
the development parameter (338) for use with subsequently loaded 
versions of the software. This hash is stored in non volatile memory. 
The security permissions are then set according to the descriptor 
file 206, and the application can then be installed. The development 
parameter used is a number of times the code may be executed, 
each time the code is called, it will increment a count of the number 
of times it has been called, keep this count in a cryptographically 
secure format in the mobile communication device's non- volatile 
memory, and check it each time the software is called to determine 
if the software can still be used. The same is true for other 
development parameters that may be used such as validity period, 
for example. Each time the software is called, the development 
parameters are checked against the present condition of those 
parameters to determine if the development certificate is still valid. 
If not, then execution of the software is immediately aborted. 
Therefore, execution of the software commences only if the device 
identifier of the development certificate matches the device 
identifier of the portable device or mobile communication device, 
and the development parameter is likewise valid." 

Therefore Examiner would like to point out that, unlike to the applicant's 
argument, this development parameter (338) and the device identifier 
which are met to be "inherent key information/ common key information" 
are pre-stored/ implemented on the target mobile device; And contrary to 
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the applicant's argument these parameters are implemented in the LSI 
device in advance. 

Thus as it is disclosed above, each time the software is called by the LSI 
device or when the Software is loaded on the LSI device, the development 
parameters are checked against the present condition of those 
parameters which are already p re-installed/ implemented in the LSI 
device to determine if the development certificate is still valid. If not, then 
execution of the software on the LSI device is immediately aborted. 
Therefore, execution of the software on LSI device commences only if the 
device identifier of the development certificate matches the device 
identifier of the portable device or mobile communication device, 
and the development parameter which are already pre-installed in 
the LSI device in advance is likewise valid. 

Thus each and every amended independent claim is disclosed by the 
reference on the record. Thus the rejection is maintained. 



Claim Rejections - 35 USC §102 



5. The following is a quotation of the appropriate paragraphs of 35 

U.S.C. 102 that form the basis for the rejections under this section made 
in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published 
under section 122(b), by another filed in the United States before the 
invention by the applicant for patent or (2) a patent granted on an 
application for patent by another filed in the United States before the 
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invention by the applicant for patent, except that an international 
application filed under the treaty defined in section 351(a) shall have the 
effects for purposes of this subsection of an application filed in the 
United States only if the international application designated the United 
States and was published under Article 2 1 (2) of such treaty in the 
English language 

6- Qlaims 1-% and 1Q are rejected under 35 U.S. C. 102(e) as being 

anticipated by Lin et al (hereinafter referred as Lin) (U.S. Publication No. 
2002/0078380 Al) (filed on 12/20/2000). 

7. As per independent claims 1 and dependent claim 2 Lin discloses a 
method for developing a program which is to be installed in a 
system having an LSI device [figure 1, ref. Num "104"], the LSI device 
having a secure memory which includes an unrewritable area 
[paragraph 0008] , the method comprising the steps of: 

providing another LSI device having the same structure as that of 
the LSI device [Figure 1, ref. Num "108" and paragraph 0009]; setting 
the provided LSI device to a development mode based on an 
inherent key information which is implemented in the LSI device in 

advance/See paragraph 0017-0018 the inherent key information which is 
met to be "the development parameter (338)" and "device identifier 
information" are stored/ implemented in advance in every LSI device. See 
for instance "stores a hash of the development parameter (338) for use 
with subsequently loaded versions of the software. This hash is stored in 
non volatile memory on the LSI device and see also the device identifier 
which is already implemented/ stored in every mobile device in advance. 
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See also how using these inherent key information, the software is 

authenticated before it is executed on LSI device] so that the provided 

LSI device is used as a development LSI device, the development 

mode being different from a product operation mode employed at 

the times of program installation and product operation; and 

developing the program on the development LSI device. [Abstract, 

paragraph 0014 and paragraph 0016-0018 and claim 1] 

8. As per independent claims 8 and 10 Lin discloses a program 

development supporting system for supporting 

development of an encrypted program, [Paragraph 0012] Comprising 



a development LSI device having the same structure as that of an 
LSI device on which the encrypted program runs [Paragraph 

0012]; and 

an external memory for storing a raw (binary) program, wherein 
the development LSI device includes a secure memory for storing 
encrypted common key information regarding a raw common key 
which is implemented in the LSI device in advance, [See 
paragraph 001 7-0018 the common key information regarding a raw 
common key which is met to be "the development parameter (338)" and 
"device identifier information" are stored/ implemented in advance in 
every LSI device. See for instance "stores a hash of the development 
parameter (338), which meets the limitation of "encrypted common key 
information" for use with subsequently loaded versions of the software. 
This hash is stored in non volatile memory on the LSI device and see 
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also the device identifier which is already implemented/ stored in every 
mobile device in advance. See also how using these encrypted common 
key information, the software is authenticated before it is executed on 
LSI device] and the development LSI device is capable of 
executing a first step of obtaining the raw common key from the 
common key information stored in the secure memory, and a 
second step of encrypting the raw (binary) program input from 
the external memory using the raw common key. [Paragraph 
0016-0017] 

9. As per dependent claims 3 Lin discloses a method as applied to 
claims above. Furthermore Lin discloses the method further 
comprising the step of encrypting the program developed on the 
development LSI device at the program development step. 

[Paragraph 0012 and 0017] 

10. As per dependent claims 4 Lin discloses a method as applied to 
claims above. Furthermore Lin discloses the method wherein the 
operation of the LSI device is restricted such that when being set to 
the development mode, the LSI device cannot generate a key for 
encrypting a raw (binary) program. [Paragraph 0016-0017] 

1 1 . As per dependent claims 5-7 Lin discloses a method as applied to 
claims above. Furthermore Lin discloses the method further 
comprising the steps of.' providing an LSI device having the same 
structure as that of the LSI device; setting the provided LSI device 



Application/Control Number: 10/624,481 Page 10 

Art Unit: 2432 

to a key-generation mode so that the provided LSI device is used as 
an key-generation LSI device, the key-generation mode being 
different from the development mode and the product operation 
mode; and installing an encrypted key-generation program in the 
key-generation LSI device and executing the key-generation 
program to generate a key.[ Paragraph 0012 and 0016-0018 and claim 
1] 

Conclusion 

12. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension 
of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire 
THREE MONTHS from the mailing date of this action. In the event a first 
reply is filed within TWO MONTHS of the mailing date of this final action 
and the advisory action is not mailed until after the end of the THREE- 
MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension 
fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date 
of the advisory action. In no event, however, will the statutory period for 
reply expire later than SIX MONTHS from the mailing date of this final 
action. 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Samson B Lemma whose 
telephone number is 571-272-3806. The examiner can normally be 
reached on Monday-Friday (8:00 am— 4: 30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, 
the examiner's supervisor, BARRON JR GILBERTO can be reached 
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on 571-272-3799. The fax phone number for the organization 
where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status 
information for published applications may be obtained from either 
Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more 
information about the PAIR system, see http://pair-direct.uspto.gov. 
Should you have questions on access to the Private PAIR system, contact 
the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



10/15/2008 
/Samson B Lemma/ 
Examiner, Art Unit 2432 

/Gilberto Barron Jr/ 

Supervisory Patent Examiner, Art Unit 2432 
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